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MEBRFZRMTA HTTP AP, EAFTEMXARSHZERENERNERT, RHEEEAN APIKXH SDK,
HERS HTTP EO/T,
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SOFARPC 2] API
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WSR2 SOFARPC 3 SOFARPC 2B API, BFIFERIE, HIEFEHES SOFARPC SDK BIT], HFIARAH]
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SOFARESTZE i API

MERSZIRME S X SOFAREST API, EAFEEMXFMRFZiHZ BN EEAENERT, AEEEAN APIRXHE
SDK, HiE%S SOFAREST #ZOEIT],

MRFEMXANIRS I Z EIREIAEIRES], NFBEAN APIRXET SDK, BHET{RIZH JAVA SDK, #I %
FEBFRIESS,

DUBBO & API

W E HTTP % SOFARPC 2y API, HEIAZIFEMXMRFZiHZBRENE, ERERRENFEEAFXA
7 APIEDT],

W2 SOFARPC 3 SOFARPC 2B API, BFIFERE, EiEFERES SOFARPC SDK BIT], HFIARAH]
API X EARZIZEES

4.2. APl 2t& Demo

MXZFFHP TS Demo #4TMIXER, Demo BRI A: server_demo,
KRN T

<dependency>
<groupId>com.alipay.sofa</groupId>
<artifactId>gateway-sdk</artifactId>
<version>2.5.0</version>

</dependency>

5 Demo I T &G, BULUSTUTSHERN APIRSHLASK:
HTTP API fR%%

SOFARPC API R%%

SOFAREST BR%

DUBBO API iR %%
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4.3. SERFER Y

API X ZFFSMRIRARINGE . BT ZINEE, AP I ATEM X IERE K4 real-server ZHT, A—TEENX
HEREO, MXSERBBERELXEXTEEXEN, ZEOAMEFZEEAFXMERERELE real-

server,
SMERIRAN AR S5 4R S A

BREEARMAL—MIMMENIED., 3 APIFTERIERNXRN, FBZIMMHRAUEO#HTEIRE,
SMERIEAE OAREIMINEE, BRREPEREMIMAR, BRI JSON FRFeE, BIMT:

o EXRE

{

"context": {
"key":"value"
}

}

FERUE : Request P RE— context FE, R A kv, XESHKB T client 8 request, FE
£ APIRXZHI B FARITEE.
o [ R 4

{

"success":true/false,
"principal":{
"key":"value"

by
"failResponseHeader": {
"key":"value"

}I
"failResponseBody": jsonarray/jsonobject
"failResponseStatus": ${httpcode}
}
FERH
0  success @ mAERIFIZIBEKRIELE real-server,
o principal : MRAFHELKE real-server, TTLAE—E(SEEEL real-server, kv &=,

m {02 real-server 2 HTTP#&O, M principal £ F header &,
m 1R real-server @ SOFARPC ¥, M principal 1% baggage &,

o failResponseHeader ﬁﬂ%*ﬁiﬂ??ﬁ@] real—sen/er TLXIQEUF]}J—;QJ&EIZ client,
O  failResponseBody : HIRAAIFHAZ real-server, TJLLZENMR body 45 client,
o failResponseStatus : WIRARFE KR real-server, TJLNEEA HTTP RS

X RIMERIEAN API 9B XAREIN T :
e AuthRequest
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publicclassAuthRequest {
private Map<String, String> context;
}

e AuthResponse

publicclassAuthResponse{

private boolean success;

private Map<String, String> principal;

private Map<String, String> failResponseHeader;
private Object failResponseBody;
private int failResponseStatus;
}

@ ieg
AuthRequest #] AuthResponse FE#ZBASIRBINEIREMAEXD, XZUUBEXEK,

public class AuthRequest {

private Map<String, String> context;

public Map<String, String> getContext () {

return context;

public void setContext (Map<String, String> context) ({

this.context = context;

}
@Data
public class AuthResponse {

private boolean success;

private Map<String, String> principal;

private Map<String, String> failResponseHeader;
private int failResponseStatus;

private Object failResponseBody;

public void setFailResponse (Object failResponse) {

this.failResponseBody = failResponse;

}

@RestController
@RequestMapping ("/api")
public class AuthController ({

@RequestMapping ("/auth")
public AuthResponse auth (@RequestBody AuthRequest request) {
return AuthUtil.buildAuthRes (request) ;
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public class AuthUtil {
private static final Logger LOGGER = LoggerFactory.getLogger (AuthUtil.class);

public static AuthResponse buildAuthRes (AuthRequest request) {
AuthResponse response = new ObjectAuthResponse () ;
//-—- AT B EIMEBIENEC E T E P EC B S 8 ke y 7 RETEXINEVS EIE - - -
String headerKey = request.getContext () .get ("headerKey") ;
String path = request.getContext () .get ("x-mosn-path") ;
String method = request.getContext () .get ("x-mosn-method") ;
String bodyKey = request.getContext ().get ("bodyKey") ;
String queryKey = request.getContext () .get ("queryKey");
LOGGER. info ("headerKey:" + headerKey + ",bodyKey:" + bodyKey + ",queryKey:" + query
Key + ",path:" + path + ",method:" + method);

if ("h".equalsIgnoreCase (headerKey)) {
// success
response.setSuccess (true) ; //IMERIEAGET
Map<String, String> principal = new HashMap<>();
principal.put ("param-to-server", "abc");
principal.put ("userName", "user name is tom aaa");
response.setPrincipal (principal) ; //EEBEZEEHRSZHEE
return response;
} else {
// error
response.setSuccess (false) ; //FMEBIRALIK
Map<String, String> failResponseHeader = new HashMap<>() ;
queryKey = request.getContext () .get ("queryKey") ;
if ("g".equalsIgnoreCase (queryKey)) {
failResponseHeader.put ("header-to-client", "query"):;
} else {
failResponseHeader.put ("header-to-client", "no-query"):;
}
response.setFailResponseHeader (failResponseHeader) ; //5RMBY MR Sk
Map<String, String> failResponseBody = new HashMap<>() ;
String context = JSON.toJSONString (request.getContext());
failResponseBody.put ("test", context);
response.setFailResponse (failResponseBody) ; //KMBIEIRES
response.setFailResponseStatus (401) ; //KEIMRES
LOGGER.info ("buildAuthRes|response|{}|{}", (response instanceof ByteAuthRespons
e), JSON.toJSONString (response)) ;

return response;

4.4. APl EEFER

API MXZHNELEBFERNERHITEE. NR—NMEOARBEREY, HEREEE—ENEBRASLE
T, BRATIMATE APIMX LRREEF.

o NEIXFNEFRKEEN 5 2,
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o Z77H key TAM Header, Cookie, QueryString 5} Body Hi%$%,
o INRi%E$E Body, Body ME—JSON ZHFE, HEf A pb KK Body,

@ 308
B#i APl €77 235 downstream 3 HTTP 895K, HBFA3Z3F SOFARPC BIEK,

[T =gl Y
fBi% API IR E M T :

- method: GET
- path: /test/cache

- cacheConfig: header: ["version", "temp"], queryString:["a","b"]; ttl 10s

ﬂtﬂtﬁq cacheConfig ﬁ?ﬁlfﬂ:

o WNR Header #7777 version M temp , FH QueryString #%FE a M o , FPAXMEKRIIL
MESEERE,

o MNREZNERS Header 1 QueryString B value F1E—MER—#E, BBAMXSEEBE—MERD
ZFRE, MASBERABRRSIEES,

pigan, E—MEKRWT:

curl -H "version=1"-H "temp=true"127.0.0.1%a=a&b=b

ZEREBET afl b ®A QueryString key, A S version 1 temp B Header key, FrLUXMNME KB IE
MEWER 10s,

fRIZ 10s HEE —_ MERIWT:

curl -H "version=1"-H "temp=true"-H "other=other"127.0.0.1l?a=a&b=b&c=c

ZEREERTHENDN key, BRELHNE—MERER. IMERMXSERRLOERFE, MASERE

Jaif server,

®E Key

LET, APIRXZ$HI8E Header, Body. Query. Cookie key,

e Header, Query. Cookie LR H, HIEIRE key HTTLAM,

o {HE Body —RELLBRELR, LEEHEEI—NMIENZFEEME, MLURENA LSRR, HEIY
¥+ Body A JSON BB K,

Body key & &Rl
{Ri% Body RUI TZ&F &
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{

"name": {"first":"Tom", "last":"Anderson"},
"age":37,

"children": ["Sara","Alex","Jack"],

"fav.movie":"Deer Hunter",

"friends": [
{"first":"Dale","last":"Murphy", "age":44, "nets": ["ig", "fb","tw"]},
{"first":"Roger","last":"Craig", "age":68, "nets": ["fb", "tw"]},
{"first":"Jane","last":"Murphy", "age":47, "nets": ["ig", "tw"]}

]
}

RE Body key HEE, HFEEA—MERNFREAR:

"name.last">>"Anderson"

"age">>37
"children">>["Sara","Alex","Jack"]
"children.#">>3

"children.1">>"Alex"

"child*.2">>"Jack"

"c?ildren.0">>"Sara"

"fav\.movie">>"Deer Hunter"
"friends.#.first">>["Dale", "Roger", "Jane"]

"friends.l.last">>"Craig"

AT PAMER  #(.) THE—PLEERNHE, SER +0+ SHRABEER, XF == . 1=
> . >= FMEENEREE 2 (lke) 81 s (not like) .

.
A
.
A
Il
.

friends.# (last=="Murphy") .first >>"Dale"

#(
friends.# (last=="Murphy")#.first >>["Dale", "Jane"]
friends.# (age>45) #.last>>["Craig", "Murphy"]
friends.# (first$"D*") .last>>"Murphy"
friends.# (first!$"D*") .last>>"Craig"

#(

friends.# (nets.# (=="fb"))#.first >>["Dale", "Roger"]

BEHakE
AN BT AP I EHIE> API ISR > REAE > £ HITANN AP EFRE, WTEMT.
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FRIEm-APIHRHEEEAN

« E7ZR4E: 10 )
* #E:
ArRE EFRENE EFRE BRIE
Header version il B
Query a il
Cookie test il B
Body friends. 1.last lER
+ RN
i iA BN iH
@ 68

4[] Body NRERS3ZFF 5 F, bl ab.cdef, B 5 BEAXS,

4.5. B

API [0 3% 37 35 48 3 IT &g
QUi

JC i 30 1

. ST M AE LA =F IR TERAN,

BB, RRRAFBERNEENRENBRERE —HN A REEMRI,

N
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a0, =E APIBIICEMNA  GET /path .

BRRA
o iFR—:

curl http://127.0.0.1/path
o BXRT:

curl http://127.0.0.1/other

RIE  cET /path BIEHN, DA EERD, iEK—BELECE] ZHAT AP,
ST
LAEFHEBFRVEKRKE, RPBNE—EFE—MEN, TUEBRIEE—1SH,
N
g0, =80 APIEIEEECKHANIA  GET /path/{id}
B KRB :
o iEHXR—:
curl http://127.0.0.1/path
o FXR:
curl http://127.0.0.1/path/1
o FR=:
curl http://127.0.0.1/path/2
o EXKM:

curl http://127.0.0.1/path/1/2

WYE  GET /path/(id} BIEECMN, LAEERD, (UERI. =RELECE AT AP,
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FRIgm-APHREEEA

QOFY:

MRFBESHLEDNSHERIRSER, BAEMXEHSEE APIF, FiRRSOIBERERBMR
Az (TELEL)  FESTERRZBERER, BRRZSSUENTENSREERILER,

Flan: FiRERERESTY /user/{name} , KiIEXKG,

kEF path=/user/{name} B3O,

¢ API X
* EIRARSS R

ROER

R eSS

HTTP

EREER

* RBATRE)

3000 =

* BRERERER

RIBE R RIEEH

Bl 8% L i

GSFASEN, FiRXEER

O rie=

MRFETHEEMIRNIBERSBOESE—D AP, NETRAERRIS TR,

Bl
BN, X80 APIBYICECHINA  GET /path/*
BERRA
o iEXR—:
curl http://127.0.0.1/path/1
o BEXRI:
curl http://127.0.0.1/path/2
o FXR=:

curl http://127.0.0.1/path/1/2

WIE  GET /path/x BIEEMN, LAEFRHIEKEBTILALEEZ AP,

OFY:

MRIRERZCENIERA  /path , WREBEKRIBEA

/path  B9¥E[O,

/path/xxx HVIEO, TEBEKRIERN
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SRR R
APIRMXXE=fIEAFRX, AEEN, ZNAPIZEESHIDEE, il /helloc 1 /(id) XE

N APIHIBEEREA  /nello HBIEKRE, M=,

XXM RIER, APINXSEE RKERNL AN, AREREARN, #MEE L TE > S8
PtEc > AR TE B9,

Nl
ARIRELLT LA AP,
DUTERE, (hAcRmES, B

GET /*

GET /{id}

GET /path

GET /{id}/*

GET /{id}/{name}

GET /{id}/temp

GET /path/*

GET /path/{id}

GET /path/temp

GET /{id}/{name}/{path}

e & B2 U EC AL I

£ APIRXIZHI B EIE APIBY, ROTLIBCE BELEMN, S5 B LEC = s A ., WiPTE S NE
DJAEREZEPRMSH.

BRI
<#FFE. BF, -. _. { }, 200FFLUA
* BRI

© SHEE ) FIELE
BRNEL RN HESHEE

4.6. RAEHRKIEZA

RN BUNETHITRAERRIES S,
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QOFY:

M XAR AR 54w Demo KA At T, T APIR{tE Demo /5, Demo #EHOMEN:
com.alipay.gateway.common.GatewayfFilter,

BIESBUOT:
1. 3IARX SDK

2. BB APIIREZZ4A
3. B2& Filter

5IAM X SDK
API X E FIHKE  gateway-sdk ., MNRFIHMSEEZEE spring E&i2s, X EXRFTIRSURIT Y
MEHITNE, BEEBEEAMTE pom.xmi  DFMNIIT SDK,

@ 88
o MMXMBSIHZARBEREINE, WEESIN gateway-sak , EHERE HTTP API RS
T,
o W3 SDK¥7iE T HURIMBMINGE, BSD HIEME,

<dependency>
<groupId>com.alipay.sofa</groupId>
<artifactId>gateway-sdk</artifactId>
<version>2.5.0</version>

</dependency>

&R

MEAPIRSEAGTHNRAEHREE T P WAEAX, EXEFTEETIREPEEMME Access Key #] Secret
Key, o] LATE API X124 & RAEREBRIRE, BEFKEGZ%, 80 KBRS HESR.

+ IRS&ZMHHMak. sk, WHMERAEHNERER
pub.app.accessKey=<yourAccessKeyId>
pub.app.secretKey=<yourAccessKeySecret>

B E Filter
MEEANRSHMEE filter, HTTP API RS 45 REST & Spring MVC #E%2,
Spring MVC R$&

> XHHARA: 20221009 24
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@Bean
public FilterRegistrationBean filterRegistrationBean (@Value ("${pub.app.accessKey}") Str
ing keyId,
@value ("${pub.app.secretKey}") Str
ing secretKey) {
FilterRegistrationBean registration = new FilterRegistrationBean() ;
registration.setFilter (apiServletSignFilter (keyId, secretKey));
registration.addUrlPatterns ("/sign"); // filter®MMuril&f®, REAMFABREENK
registration.setName ("apiServletSignFilter") ;
registration.setOrder (Ordered.HIGHEST PRECEDENCE) ;

return registration;

@Bean
public ApiServletSignFilter apiServletSignFilter (@Value ("${pub.app.accessKey}") String
keyId,
@value ("${pub.app.secretKey}") String
secretKey
) A
ApiSecretKey apiSecretKey = new ApiSecretKey (keyId, secretKey);
ApiServletSignFilter filter = new ApiServletSignFilter();
List<ApiSecretKey> secretKeys = new ArrayList<>();
secretKeys.add (apiSecretKey) ;
filter.setApiSecretKeys (secretKeys) ;
filter.setCheckSign (true) ;
filter.setSignUriRegex ("/sign"); // FRBHREMEMNurilEE, R /5 FRHNBREMMTLS
, HthERENFEE

return filter;

REST RS

@ 68
HEREHFTEZHINEN, FSEABRWNES, HELEPMLE

@NeedSign o

hello()
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// #8 rest RSBFHMEilter, BERIE
@Bean
public ApiRestSignFilter apiRestSignFilter (@Value ("${pub.app.accessKey}") String keyId,
@Value ("${pub.app.secretKey}") String secret
Key) |
ApiSecretKey apiSecretKey = new ApiSecretKey (keyId, secretKey);
List<ApiSecretKey> secretKeys = new ArrayList<>();
secretKeys.add (apiSecretKey) ;
ApiRestSignFilter filter = new ApiRestSignFilter();
filter.setApiSecretKeys (secretKeys) ;
filter.setCheckSign (false) ; //IEKREFZHFX
//

JAXRSProviderManager.registerCustomProviderInstance (filter) ;

return filter;

4.7. HTTP APl IR%

M X2 ABR S5 iR HTTP Demo A At TEHWEX, T API#E{tE Demo /&, HTTP Demo BB E A :
com/alipay/gateway/controller/http/MvcServerController.java,

D k&

e POST i53KH) Body S#UNTEA  eRequestBody EUSHL,

N

o Query ZHOJLMER erequestparam() EWIEESH, WMRAEM RequestParam, SEEIA
MisRSHE K.

b

Demo 4l

/‘k‘k
* Wiz RESHNK

*

* @Qreturn

Y

@RequestMapping (value = "/param/noParam", method = {RequestMethod.GET, RequestMethod.PO
ST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@override

public Map<String, String> hello() {

return super.hello();

/**

*

MikHz: EEBEHK
*
* @param param

* @return
*/

> MA4RRA: 20221009
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@RequestMapping (value = "/param/simpleParam", method = {RequestMethod.GET, RequestMetho
d.DELETE})

@ResponseBody

@override

public String simpleParam(@RequestParam ("param") String param) {

return super.simpleParam (param) ;

* Wik FRSHK

* @param param
* @return
=Y
@RequestMapping (value = "/param/simpleParam", method = {RequestMethod.POST, RequestMeth
od.PUT})
@ResponseBody
public String simpleBodyParam(@RequestBody String param) {

return super.simpleParam (param) ;

* MiRGR: FRSHK

* @param param
* @return
Y
@RequestMapping (value = "/param/simpleParamForMap", method = {RequestMethod.GET, Reques
tMethod.DELETE})
@ResponseBody
@override
public Map<String, String> simpleParamForMap (@RequestParam("param") String param) {

return super.simpleParamForMap (param) ;

Jx*
* Mk EasHk
*
* @param param
* @return
*/
@RequestMapping (value = "/param/simpleParamForMap", method = {RequestMethod.POST, Reque
stMethod.PUT})
@ResponseBody
public Map<String, String> simpleBodyParamForMap (@RequestBody String param) {

return super.simpleParamForMap (param) ;

/**
* MiRGR: FRSHK

*

* @param param

> M AghRA: 20221009 27
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* @Qreturn

w2y

@RequestMapping (value = "/param/intParam", method = {RequestMethod.GET, RequestMethod.P
OST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@override

public Integer intParam(Integer param) {

return super.intParam(param) ;

/**

 WidHR: Z5R

*

* @return

Y

@RequestMapping (value = "/param/multiParam", method = {RequestMethod.GET, RequestMethod
.POST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@Override

public Map<String,

String> multiParam(@RequestParam ("paraml") String paraml,

@RequestParam ("param2") String param2) {

return super.multiParam(paraml, param?2) ;

/**

* W= 5

*

* @Qreturn

*/

@RequestMapping (value = "/param/multiParamList", method = {RequestMethod.GET, RequestMe
thod.POST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@override

public Map<String,

String> multiParamlList (@RequestBody List<String> params) {

return super.multiParamList (params) ;

* AR

* @param uid

* @return

BiESH%

=Y

@RequestMapping (value = "/param/{uid}", method = {RequestMethod.GET, RequestMethod.POST
, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@Override

public Map<String,

String> pathParam (@PathVariable ("uid") String uid) {

return super.pathParam(uid) ;

/**

* AR json’%ﬁ

*

> MA4RRA: 20221009
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* @param user
* @return
*/
@RequestMapping (value = "/param/jsonParam", method = {RequestMethod.POST, RequestMethod
.PUT})
@ResponseBody
public User jsonBodyParam(@RequestBody User user) {

return super.jsonParam(user) ;

/**
* 8| $KBlcookie |header |query AR
*
* @param request
* @return
wY
@RequestMapping (value = "/param/withHeader", method = {RequestMethod.POST, RequestMetho
d.PUT})
@ResponseBody
public Map<String, String> withHeaderBodyParam (HttpServletRequest request, @RequestBody
String name) {

return super.withHeader (request, name);

/**

* 5 HFBheader Z8EIHE

*

* @return

*/

@RequestMapping (value = "/param/moreParam", method = {RequestMethod.GET, RequestMethod.
POST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@Override

public Map<String, Object> moreParam(@CookieParam("param") String param, Q@HeaderParam ("
userName") String userName, @QueryParam("age") String age) {

return super.moreParam(param, userName, age);

/**
* e KRR
*
* @param param
2
@RequestMapping (value = "/timeout", method = {RequestMethod.GET, RequestMethod.DELETE})
@ResponseBody
@Override
public Map<String, String> timeout (QRequestParam("param") String param) {

return super.timeout (param) ;

/**
* Widps: WLEE
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hod.

*

* @param param

* @return

=

@RequestMapping (value = "/param/cache", method = {RequestMethod.GET, RequestMethod.DELE

@ResponseBody
@override
public Map<String, String> cache (QRequestParam ("param") String param) {

return super.cache (param) ;

/**

* Wiz SMERERRbodyfES

*

* @param param

* @return

*/
@RequestMapping (value = "/param/authBodyParam", method = {RequestMethod.GET, RequestMet
POST, RequestMethod.PUT, RequestMethod.DELETE})
@ResponseBody
@Override

public Map<String, String> authBodyParam(String param, HttpServletRequest request) {

return super.authBodyParam(param, request);

/**

* Midims: ERESEHIRGT
*

* @param

* @return

=y

@RequestMapping (value = "/param/requestParamMapping", method = {RequestMethod.GET, Requ
estMethod.POST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@override

public List<JSONObject> requestParamMapping (HttpServletRequest request, @RequestBody Li

st<JSONObject> jsonObject) {

return super.requestParamMapping (request, jsonObject) ;

* MiRHER: MRS ERERE

* @param

* @return

*/

@RequestMapping (value = "/param/responseParamMapping", method = {RequestMethod.GET, Req
uestMethod.POST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@Override

ONObject> jsonObject) {

public JSONObject responseParamMapping (HttpServletRequest request, @RequestBody List<JS

> MA4RRA: 20221009
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return super.responseraramMapplng (request, Jjsonubject);

/**

* MitiHE: LockgA
*

* @param

* @Qreturn

Y

@RequestMapping (value = "/param/ldc", method = {RequestMethod.GET, RequestMethod.POST,
RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@Ooverride

public Map<String, Object> ldc (HttpServletResponse response, HttpServletRequest request

return super.ldc (response, request);

* WikH=R IRE object BEH

* @param

* @return

=)

@RequestMapping (value = "/param/objectSimpleParam", method = {RequestMethod.GET, Reques
tMethod.POST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@override

public Object objectSimpleParam(@RequestBody User user) {

return super.objectSimpleParam (user) ;

* MiRHR: RE Map BEE

* @param

* @Qreturn

Y

@RequestMapping (value = "/param/mapSimpleParam", method = {RequestMethod.GET, RequestMe
thod.POST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@override

public Map<String, User> mapSimpleParam (@RequestBody Map<String, User> map) {

return super.mapSimpleParam(map) ;

/‘k*

* Mz BE List BB

*

* @param

* @return

Y/

@RequestMapping (value = "/param/listSimpleParam", method = {RequestMethod.GET, RequestM
ethod.POST, RequestMethod.PUT, RequestMethod.DELETE})

ARacrnAncaRAAx7
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CicopULIoTLULY
@Override
public List<User> listSimpleParam(@RequestBody List<User> list) {

return super.listSimpleParam(list);

* MiKH R RElStringoutput StringInputBiX

* @param

* @return

*/

@RequestMapping (value = "/param/stringInputParam", method = {RequestMethod.GET, Request
Method.POST, RequestMethod.PUT, RequestMethod.DELETE})

@ResponseBody

@Override

public StringOutput inputParam(@RequestBody StringInput input) {

return super.inputParam(input) ;

4.8. SOFARPC APl [R%

M X AR AR 554 SOFARPC Demo (B~ T#MiX, T# APIHEME Demo J§, SOFARPC Demo L8111
E9: com/alipay/gateway/sof arpc/GatewayRpcServicelmpljava,

RPC EANEE W (HE)

#BRSZEHIFRIR, instanceld
com.alipay.instanceid=J79FOTMP8886
#acvipit AIEITIRIEM A
com.antcloud.antvip.endpoint=100.88.93.7
HEERak/sk
com.antcloud.mw.access=AC8imi57g6TiRrou

com.antcloud.mw.secret=bL6QgJzDhlvuLFWftsWmoEBilgPrzwQz

#rpclRS RO
com.alipay.sofa.rpc.bolt-port=12200

KBRS

@ 8
RS T LUE I s EMR I 3k &8 XML B B XU 1T R .

XML Ee &
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<bean id="gatewayRpcService" class="com.alipay.gateway.sofarpc.GatewayRpcServiceImpl"/>
<sofa:service ref="gatewayRpcService" interface="com.alipay.gateway.facade.rpc.GatewayR
pcService"
unique-id="rpc-test-1112">
<sofa:binding.bolt/>

</sofa:service>

=33 2

@Service
@SofaService(bindings = {@SofaServiceBinding(bindingType = )}, uniqueld =

GatewayRpc2RpcRegistyService {

Demo £l

@Service
@SofaService (bindings = {@SofaServiceBinding (bindingType = "bolt")}, uniqueld = "rpc-test-1
112™)

public class GatewayRpcServiceImpl implements GatewayRpcService {

@override
public String hello() {

return "hello noParamForString";

@Override

public void testVoid(String param) {

@Override

public void testException() throws Exception {

@override

public Map<String, String> noParamForMap () {
System.out.println ("rpc-test");
Map<String, String> map = Maps.newHashMap () ;
map.put ("result", "noParamForMap") ;

return map;

@Override
public String simpleParam(String param) {

return "hello simpleParamForString " + param;

@Override
public Map<String, String> simpleParamForMap (String param) {
Map<String, String> map = Maps.newHashMap () ;
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map.put ("result", "simpleParamForMap " + param);

return map;

@Override
public String jsonParam(JSONObject param) {

return "hello jsonParam";

@Override

public Map<String, String> jsonParamForMap (JSONObject param) {
Map<String, String> map = Maps.newHashMap () ;
map.put ("result", "jsonParamForMap");

return map;

@verride
public User jsonParamForUser (User user) {

return user;

@Ooverride

public List<String> listNoParam() {
List<String> list = new ArrayList<>();
list.add("aaa");

return list;

@Override
public List<User> listSimpleParam(List<User> list) {

return list;

@Override
public String registryQuestionTest () throws UnknownHostException {
return JSONObject.toJSONString (InetAddress.getLocalHost());

@Override
public User userl (User user) {

return user;

@Override
public User user2 (String name) {
User user = new User (name, 20);

return user;

@Override

public AccountQueryResult queryAccountBalance (String accountNo) {

AccountQueryResult accountQueryResult = new AccountQueryResult();

Account account = new Account (accountNo, new BigDecimal (11111111),

new BigDecimal (2

> MA4RRA: 20221009
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2222222), new BigDecimal (33333333));
accountQueryResult.setSuccess (true) ;
accountQueryResult.setAccount (account) ;
accountQueryResult.setMsgCode ("200") ;

(

accountQueryResult.setMsgText ("success") ;

return accountQueryResult;

4.9. SOFAREST R%

M X124t pR 55w SOFAREST Demo XBBEE P TEMIRX, T APIRHE Demo 7, KBNUER:

com/alipay/gateway/sof arest,
SOFARESTHEANEC B (@WH)

#BRSZEHIFRIR, instanceId
com.alipay.instanceid=J79FOTMP8886

#acvipHtt FAEITIRERR
com.antcloud.antvip.endpoint=100.88.93.7

HEMERak/sk

com.antcloud.mw.access=AC8imi57g6TiRrou
com.antcloud.mw.secret=bL6QgJzDhlvuLFWftsWmoEBilgPrzwQz

#rpclRS RO
com.alipay.sofa.rpc.bolt-port=12200

KRS

@ 8
RS BT LT BT XML R B ST 275

XML BEFER

<bean id="sofaRestPostService" class="com.alipay.gateway.sofarest.nosign.SofaRestPostServic

eImpl"/>

<sofa:service ref="sofaRestPostService" interface="com.alipay.gateway.facade.rest.nosig

n.SofaRestPostService"
unique-id="rpc-test-1112">
<sofa:binding.rest/>

</sofa:service>

DemoZxf{l

@Path ("rest")

public interface SofaRestPostService {
@POST
@Path ("noParam")
@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)

> MA4RRA: 20221009
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String noParam() ;

@POST

@Path ("sampleParam")

@Produces (MediaType .APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)

String sampleParam(String param) throws InterruptedException;

@POST
@Path ("param/{uid}")
String uidParam(@PathParam("uid") String uid);

@POST

@Path ("moreParam")

@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType .APPLICATION JSON)

String moreParam (@QueryParam ("param") String param, @HeaderParam ("paraml") String param

1, String param?2);

@POST

@Path ("headerParam")

@Produces (MediaType.APPLICATION JSON)

@Consumes (MediaType.APPLICATION JSON)

Map<String, String> headerParam (HttpServletRequest request);

@POST

@Path ("jsonParam")

@Produces (MediaType.APPLICATION JSON)
@Consumes(MediaType.APPLICATION_JSON)

Map<String, Object> jsonParam(Q@RequestBody User user) ;

@POST

@Path ("formParam")

@Produces (MediaType .APPLICATION FORM URLENCODED)

@Consumes (MediaType.APPLICATION FORM URLENCODED)

Map<String, Object> formParam(@FormParam ("name") String name, @FormParam("age")

age) ;

@POST

@Path ("timeout")

@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)

String timeout (String sleepTime) ;

@POST

@Path ("exception")

@Produces (MediaType .APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)

void exception() throws Exception;

@POST

@path ("auth")

@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType .APPLICATION JSON)
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AuthResponse auth (AuthRequest authRequest);

@POST

@Path ("hello")

@Produces (MediaType .APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)
Map<String, String> hello();

@pPOST

@Path ("objectNoParam")
@Produces(MediaType.APPLICATION_JSON)
@Consumes (MediaType .APPLICATION JSON)
User objectNoParam/() ;

@POST

@Path ("objectSimpleParam")

@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType .APPLICATION JSON)

User objectSimpleParam(User user);

@POST

@Path ("mapNoParam")

@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)
Map<String, String> mapNoParam() ;

@POST

@Path ("mapSimpleParam")

@Produces (MediaType .APPLICATION JSON)

@Consumes (MediaType .APPLICATION JSON)

Map<String, User> mapSimpleParam (Map<String, User> map) ;

@POST

@Path ("listNoParam")

@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType .APPLICATION JSON)
List<String> listNoParam() ;

@POST

@Path("listSimpleParam")

@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)

List<User> listSimpleParam(List<User> list);

@POST

@Path ("getApiParam2")

@Produces (MediaType .APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)
String getApiParam?2 (String param) ;

@POST

@Path ("getApiParam3")

@Produces (MediaType.APPLICATION JSON)
@Consumes (MediaType .APPLICATION JSON)
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String getApiParam3 (String param) ;

@POST

@Path ("getApiParam3Sign")

@Produces (MediaType .APPLICATION JSON)
@Consumes (MediaType.APPLICATION JSON)

String getApiParam3Sign (@HeaderParam ("param") String param) ;

@POST

@Path ("weightRouter")
@Produces(MediaType.APPLICATION_JSON)
@Consumes (MediaType.APPLICATION JSON)
String router();

4.10. DUBBO API fR%

W % $2 4t R 55 4% DUBBO Demo B T&H MK, T& API4E/t¥E Demo f§, DUBBO Demo MO &
3. com.alipay.gateway.dubbo.DubboServicelmpl,

@ 88
DUBBO #1 DUBBOX &R A E—2, RERFEMNSIAIEHS DUBBO {KEFiEN ],

DUBBO k35 Demo
public class DubboServiceImpl implements DubboService ({

@Override

public Map<String, String> booleanParam(Boolean booleanParam) {
Map map = new HashMap();
map.put ("boolean", "hello " + booleanParam) ;

return map;

@Override

public Map<String, String> byteParam(Byte byteParam) {
Map map = new HashMap();
map.put ("byte", "hello " + byteParam);

return map;

@Override

public Map<String, String> charParam(Character charParam) ({
Map map = new HashMap () ;
map.put ("char", "hello " + charParam);

return map;

@Override
public Map<String, String> shortParam(Short shortParam) ({
Map map = new HashMap () ;
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map.put ("short", "hello " + shortParam) ;

return map;

@Override

public Map<String, String> intParam(Integer intParam) ({
Map map = new HashMap () ;
map.put ("int", "hello " + intParam) ;

return map;

@Override

public Map<String, String> longParam(Long longParam) {
Map map = new HashMap() ;
map.put ("long", "hello " + longParam);

return map;

@override

public Map<String, String> floatParam(Float floatParam) ({
Map map = new HashMap () ;
map.put ("float", "hello " + floatParam);

return map;

@override

public Map<String, String> doubleParam(Double doubleParam)
Map map = new HashMap () ;
map.put ("double"™, "hello " + doubleParam);

return map;

@override

public Map<String, String> noParam() {
Map map = new HashMap () ;
map.put ("zym", "hello");

return map;

@Override
public Person personParam(Person person) {

return person;

@Override

public Map<String, String> stringParam(String param) {
Map map = new HashMap () ;
map.put ("string", "hello " + param) ;

return map;

public interface DubboService {

{
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public Map<String, String> booleanParam(Boolean booleanParam) ;
public Map<String, String> byteParam(Byte byteParam) ;

public Map<String, String> charParam(Character charParam) ;
public Map<String, String> shortParam(Short shortParam) ;
public Map<String, String> intParam(Integer intParam) ;

public Map<String, String> longParam(Long longParam) ;

public Map<String, String> floatParam(Float floatParam) ;
public Map<String, String> doubleParam(Double doubleParam) ;
public Map<String, String> noParam() ;

public Person personParam(Person person) ;

public Map<String, String> stringParam(String param) ;

KBRS

<?xml version="1.0" encoding="UTF-8"7?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:dubbo="http://code.alibabatech.com/schema/dubbo"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd
http://code.alibabatech.com/schema/dubbo
http://code.alibabatech.com/schema/dubbo/dubbo.xsd">
<dubbo:application name="${spring.application.name}"/>
<!-- FRFESENRSED CEIERE0O, REXLWMX)
XEREETIME, oM LENBENIRSIZEOre tE—, dubboft BB XN KM X FZHIBRS
FEiERN registryffMAlocal, AEIERMERIZIENregister ——>
<dubbo:registry id="register" address="zookeeper://${zookeeper.address}:2181"/>

<dubbo:protocol serialization="fastjson" name="dubbo" port="20881" />

<bean id="dubboService" class="com.alipay.gateway.dubbo.DubboServiceImpl"/>
<dubbo:service version="2.0.0" registry="register"
interface="com.alipay.gateway.facade.dubbo.DubboService"

ref="dubboService" protocol="dubbo" group="zym group" />

</beans>
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5.API iTRBEAN
5.1. API 1T & Demo

MEXZIFAF TEEFim Demo BT ER, Demo MABEAZA: client_demo,
M XARFRIN T

<dependency>
<groupId>com.alipay.sofa</groupId>
<artifactId>gateway-sdk</artifactId>
<version>2.5.0</version>
</dependency>

<dependency>

<groupId>cn.com.antcloud.api</groupIld>
<artifactId>antcloud-api-apigateway</artifactId>
<version>1.1.210</version>

</dependency>

5.2. &K% HTTP &K (Java)

RN E APIITEIT M AR ANMEfE A Java IEE K& HTTP IEREANMX,

@ 8

M X R H= Fis Demo KB AHF 5%, T# APIiTH# Demo /5, Demo KB IERN:
src/test/java/com/alipay/gateway/web/test /usercase/mainchain/http/

[IEESGs
ERITAMNAFLRE, REERRCETHRIATERE:
o B APIMXIZFIGEIRZT — N,
o EXZNFE APPID I2HHE8T APILAfE, HIRE TR,
e EXMTMTRSEERSR. BAREITE, 20 RERSHER,
o NMAMIAIEZSE (Access Key/Secret Key)
o APIBYE &l (host) . BKEER (path) . A% (method) . B3Rk (body)

BELR
API KR M T —1 Java SDK, Bl gateway-sdk . % SDKERTME. ME. RENBE, BNHKIAZ
BRIKMRFIIK., A% SDKIENBA HTTP RSIEESBRNT :
1. 5|\ SDK
2. B apiClient
3. REBEMBIER
5|\ SDK
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MEEHEARAMTIE pom.xml DHRMAT SDK,

<dependency>
<groupld>com.alipay.sofa</groupId>
<artifactId>gateway-sdk</artifactId>
<version>2.5.0</version>

</dependency>

gl & apiClient
{EFIRERAY AK, SK. host BlIFE—A" apiClient, KEBREIIT:

private String subAppAccessKey = "mOhoHigtjylGx*x*";
private String subAppSecretKey = "sxCgluk6UjGARr1hPswEOW2KHe86****"
private String gatewayUrl = "5jzkcn0idt3w**** . apigateway.inc.alipay.net";

private final String publicKey = "---—-- BEGIN PUBLIC KEY-—---- \n" +
"MIGEMAOGCSqGSIb3DQEBAQUAAAGNADCBiQKBgQC1T8sF1j+Abb3ZD6ul039SUGy/\n" +
"US9H/P+z/kRKIw/48LYD5s7mawlMcKtQchbvvsWDOWOhtWCotDIFIinx/e0+y0Ucw\n" +
"10Q/fLjpEbaulCSzXBExoBa/zicWx5yhBepL2FNvrgEV+iNn8YgDie6glzwd3rkgz\n" +
"Bb4vrn3GbML/7J£S6QIDAQAB\n" +

private ApiClient apiClient;
private ApiClient apiClientNoAuth;
private ApiClient encryptApiClient;

@Before
public void initClient () {
// IRIIERE P in
ApiSecretKey apiSecretKey = new ApiSecretKey (subAppAccessKey, subAppSecretKey) ;
List<ApiSecretKey> secretKeys = new ArrayList<>();
/ /B EMEREERMsecretkeys
secretKeys.add (apiSecretKey) ;
//TEMEclient
apiClientNoAuth = new DefaultApiClient (gatewayUrl) ;
//BEMEclient
apiClient = new DefaultApiClient (gatewayUrl, secretKeys);
//BEMFBclient, MEFEFECC/RAS/ SN, RIBFERBRIERE
/AR BEMBRIERUIAT EsecretKeys

encryptApiClient = new DefaultApiClient (gatewayUrl, secretKeys, EncryptEnum.RSA, pu

blicKey) ;
/AR U EMCclientiRIBFRE TR IZE—EIE
}

AR AIERX

apiClient BB M2 /5, BITIX APIREEAH, WNSBMFFIE response SRE, BEFERET,

BREWMT:
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@Test
public void testNoSignHttp() {
GwSdkApiRequest request = new GwSdkApiRequest () ;
request.setPath ("simple/demo") ; //apil&{R, BIEAER L/, sdkRthpathBfiE/pathly
request.setRequestType ("POST") ; //IEKF3E POST/GET/PUT/DELETE
[/ BRETFBME, BikAtalse

request.setNeedEncrypt (false) ;

// BEWIME#HITE BRI
request.setClientCheckSign (false) ;

/ /MR EEMZIEBRREBH B AnsRITEEEIF KL key : x-gateway-host ; value : apifdéHis
&

request.getHeaderParams () .put ("x-gateway-host", CommonUtils.buildDomain (getGroupId (
)));
/*HEBNS, thE—1object MG EARIFASHE#HE, ERFEAquery ARESHERSHIHEE gatewa
yUrl
FE: Bapi BIEMYE soFARPC/DUBBON B M A EIHRSIZEANE =H—H,
BUEHREFTIHRYEEXREEONER, SHFBRATUFEE ("key":null}
* % /
request.setBody ("{\"name\":\"tom\", \"age\" :null}");
ApiResponse response = apiClient.execute (request) ;

System.out.println (JSON.toJSONString (response)) ;

@ 8

HEIMX B EE TS HEHEIT APITE, HEFLEEZ A, TTRUEN header £i&, BIRTGE
BFSMMTX @3 header & & host,

&t header i & host
MRS T EREZBON, BoIARIXEKRBIME, EZ header & & host #4751,
REERKCBINT:

OFY:
EREBERIIMEN, LRESHEN API HAES 7 APINEANES £5.
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private String subAppAccessKey = "mOhoHigtjylGx***";
private String subAppSecretKey = "sxCgluk6UjGARrl1hPswEOW2KHe86****'";

/7 V1] EERBIERRELERRK, 8RR LREERE X

private String gatewayUrl = "http://apigateway.alipay.com";
private ApiClient apiClient;

@Before
public void initClient () {
// IRIIERE P %
ApiSecretKey apiSecretKey = new ApiSecretKey (subAppAccessKey, subAppSecretKey) ;
List<ApiSecretKey> secretKeys = new ArrayList<>();
secretKeys.add (apiSecretKey) ;
apiClient = new DefaultApiClient (gatewayUrl, secretKeys);

@Test
public void testHost() {
ParamPostRequest request = new ParamPostRequest () ;

request.setPath ("simple/demo") ;

// V11 3B header IEESEH host ! ! !
request.getHeaderParams () .put ("x-gateway-host", "5jzkcn0idt3w**** . apigateway.inc.ali

pay.net");

// BEMNMRHITER R
request.setClientCheckSign (false) ;
ApiResponse response = apiClient.execute (request);

System.out.println (JSON.toJSONString (response)) ;

EREIN

U APIENRKERRNRE, B3EAEHINEEIT APISRIEBIERFE, W APIXNNNSABES
RETHR (PHABHAE) , ANRFESEREXHIREEZNAR, BoAEZSINEFKE, AE
ERIHBEXSEFHRENNTRE,

UTERE, AIEXMHAD, BUATRBMEMEE N NIFEN  ~.properties X#Hh,
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main

> MHpRA: 20221009 45



é

1B SRE
ANT GROUP

API 3% FAE¥ERG-APIITIREEN

fapplication.propertiesHEEE

subAppAccessKey=xxx

subAppSecretKey=xx

gatewayUrl=http://apigateway.alipay.com

#NREZNDARUREZ N key-valuelf B

apihost=aaaa.apigateway.inc.alipay.net

apihostl=xxx.apigateway.inc.alipay.net

apihostl=zzzz.apigateway.inc.alipay.net

@vValue ("${subAppAccessKey}")

private String subAppAccessKey ;
@vValue ("${subAppSecretKey}")
private String subAppSecretKey;

/7 VYD BERIEREREAGRX, A LUREERE X
@value ("${gatewayUrl}")

private String gatewayUrl;
@value ("${apihost}")

private String apihost;

private ApiClient apiClient;

@Before

public void initClient () {

// BEHIERE P i

ApiSecretKey apiSecretKey = new ApiSecretKey (subAppAccessKey, subAppSecretKey) ;
List<ApiSecretKey> secretKeys = new ArrayList<>();

secretKeys.add (apiSecretKey) ;

apiClient = new DefaultApiClient (gatewayUrl, secretKeys);

@Test
public void testHost () {

ParamPostRequest request = new ParamPostRequest () ;

request.setPath ("simple/demo") ;

// V11 B header IREDH host ! ! !

request.getHeaderParams () .put ("x-gateway-host", apihost) ;

// BEMNIRLHITER R
request.setClientCheckSign (false) ;
ApiResponse response = apiClient.execute (request);

System.out.println (JSON.toJSONString (response)) ;

5.3. &3X HTTP i3k (Node)S)

AR APIITIR TS R AR aNfalfE A Node)S IEE &% HTTP B RIEARM X,
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Ik SGs
ERTAMNAFARR, BRERRESETHRUTRE:
o B APIRMXIZHIGEIET — TN,
o EXZINFAE APPID IRHHAT APIRfE, HIRS T BN,
e EXMTUMTRSEERR . BERWITE, 20 RERSHER,
o NMAMIAIEZESE (Access Key/Secret Key)
o APttt (host) | iEREEE (path) . A% (method) . &R (body)

BRIESER

REBERBIMNX AR LM —NERE HTTPEKR, ERETHAT APIRNXEZRITHALAME, MUER
£ HITPIERZE, BRBER—TMEER, FHIMAIBER Header 4,

1. MMEIREGTIR A MARZSE (Access Key/Secret Key) .

2. ¥REX API B9 host. method, path, HEEFNENSH,
3. 3|\ sofa-signature-js , XEXRFTME,

i. ZREAE sofa—signature—js N7 npm i sofa-signature-js "F%Jzo

i. 1518 https://www.npmjs.com/package/sofa-signature-js #1478 < npm H7EX,
4. BEIFK,
5. {#H HttpClient (fetch. axios %) ki HTTP&EXRE APIM X,

Node)S 28 /=4l

import {
Signature,
SignatureAlgorithm,
HTTPDigestWithBase64,
DigestAlgorithm

} from "sofa-signature-js";
import fetch from 'node-fetch';

// api 8B

const gateway = "5jzkcn0idt3w**** . apigateway.inc.alipay.net";
const method = "POST";
const path = "/simple/demo";
const headers = {
'Content-Type': 'application/json'
}i
// app ak
const accesskey = "mOhoHigtjylGr***";
// app sk

const secretkey = "sxCgluk6UjGARrl1hPswEOW2KHe86****";
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// 7 request body £ digest, AIEAFRIE request body FAHEEX
const digest = HTTPDigestWithBase64 (DigestAlgorithm.HMACSHA256, body);
headers["digest"] = digest;

// BIEMEIR

const sign = new Signature (
accesskey,
secretkey,
SignatureAlgorithm.HMACSHA256,

signheaders

// signheaders REFHLE header BHITINE

const signheaders = [" (request-target)", "digest"];

/] ERESR

const authorization = sign.doSignature (secretkey, headers, method, path);
// BEBHE header

headers["Signature"] = authorization;

const body = JSON.stringify ({
name: 'jack',

1) ;

// RiEEIER

fetch (' ${gateway}${path} ", {
method,
headers,
body

b

.then (function (res) {
return res.json() ;

P

5.4. &3X HTTP i3k (C# )

AXNE APIITHEA MNBAWNEER G iESX HTTPERMES . 188, APIMXIEMT C# SDK, Bl mosng-

sdk-csharp.zip, % SDKERTME . BSHZE, ARNBINZFFILINRFIL,

B R
ERTAMNAFARR, BRERRESETHRUTERE:
o B APIRXIZHIGEIET — PN,
o ERZIFAE APPID IRHHAT APIRfE, HIRG T BN,
e EXMTUMTRSEERSR . BERWITE, 20 RERSHER,
o NMAMIAIEZSE (Access Key/Secret Key)
o APIHgEZHtE (host) . EREER (path) . A% (method) . &ER4K (body)

BRIESER

1. 3RERH L% Visual Studio, TTE Visual Studio B 5 ML &,
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2. 5|\ C# SDK,

i. Tk SDK Rz — i 4t

a. 1518 mosng-sdk-csharp.zip #1 HttpSignatures.dll.zip % SDK #1 SDK B9 Z# &I, T
& "mosng-sdk-csharp.zip” EHBHBEEHANMBERE, N SDK
& “signature.sin” X4, %% C# B9 SDK 5| AVisual Studio, E1, HttpSignatures IRE AL
MEZEEHNHEZE, tTHTF Net Framework 5 .Net Core iE, “HttpSignatureTests” IR
BRERRE .
ii. & mosng-sdk-csharp.zip HAXNNEBERG, W SDKE  signature.sln X4, ¥ Gt SDK

3|\ Visual Studio,
,E\LI:FI , Htt pSig natures I B j‘] ggﬂn.;%_-&g %;‘fﬂ’\]#\ii—%‘;}ﬁ ’ OJAF .Net Framework 5

.Net core IRH,. HttpSignatureTests I B AiEARE .

3. EXEMEH headers &%,

var spec =newSignatureSpecification () {

Algorithm="hmac-sha256",
Headers=newstring[] {"content-length", "host", "date", " (request-target)"},
KeyId= keyId

}i

4. H#E request IR, BEBEME request R, ATFAHEERK, REROAWMT:

var request =newRequest();
request.Path="/foo/Bar";
request.Method=HttpMethod.Get;
request.SetHeader ("content-length", "18") ;
request.SetHeader ("host", "example.org") ;
request.SetHeader ("date", "Tue, 07 Jun 2014 20:51:35 GMT");

. WE— signer WK,

AuthorizationParser I &8 & hmac-shal, hmac-sha256., hmac-sha512 =Zf &%k,
HttpSignatureStringExtractor X R#IA4, FRMEL: request 5K header PHIFER,

REBBRBIINT

var signer =newHttpSigner (newAuthorizationParser (),newHttpSignatureStringExtractor());

signer.Sign (request, spec, keyId, privateKey);

. BRUE,

HEEL2ZE, SREBMIE request B9 header| “Signature” | &,
KBREIT:

var signer =newHttpSigner (newAuthorizationParser (),newHttpSignatureStringExtractor());

signer.Sign (request, spec, keyId, privateKey);

. EEWIE.

B request 89 header] “Signature” | ERNINSEEHEARIFER,
KRERGIWMT:
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string s = signer.CalculateSignature (request, spec, privateKey) ;
Console.WriteLine(s);
Assert.AreEqual ("yT/NrPI9mKB5R7FTLRyxxxX+QLOOEAVbGmauxxxx+Jg=", s);

TEHH

I

[Test]
publicvoidSignRequestTest?2 ()
{

String authorization ="Signature keyId=\"hmac-key-1\",algorithm=\"hmac-sha256\",headers=\"c
ontent-length host date (request-target)\",signature=\"yT/NrPI9mKB5R7FTLRYFWvB+QLOOEAVLGmau

COtI+Jg=\"";
String keyId ="hmac-key-1";// accessKey
String privateKey ="don't tell";// secretKey

// EXEMEMIneadersMEE

var spec =newSignatureSpecification ()

{

Algorithm="hmac-sha256",
Headers=newstring[] {"content-length", "host", "date", " (request-target)"},
KeyId= keyId

bi

// http &R
var request =newRequest () ;
request.Path="/foo/Bar";
request.Method=HttpMethod.Get;
request.SetHeader ("content-length","18");
request.SetHeader ("host", "example.org") ;
request.SetHeader ("date","Tue, 07 Jun 2014 20:51:35 GMT");

/] BRIHE, HE2ZE, FREEBMErequestl header["Signature"] B

var signer =newHttpSigner (newAuthorizationParser (),newHttpSignatureStringExtractor());
signer.Sign (request, spec, keyId, privateKey);

Console.WriteLine (request.GetHeader ("Signature")) ;

Assert.AreEqual (authorization, request.GetHeader ("Signature"));

// BMIMERHERZE

string s = signer.CalculateSignature (request, spec, privateKey) :;
Console.WriteLine(s) ;

Assert.AreEqual ("yT/NrPI9mKB5R7FTLRYFWvB+QLOOEAvbGmauCO0tI+Jg=", s);
}

NE&5*%

Base64 (hmac-sha256 (signing string, Encoding.UTF8.GetBytes (private key)))
Base64 (hmac-sha512 (signing string, Encoding.UTF8.GetBytes (private key)))
Base64 (hmac-shal (signing string, Encoding.UTF8.GetBytes (private key)))

signing_string: fI&HZERFEH, #RIE SignatureSpecification B8 Headers BE M BILER .
secret_key: #\$8, BB UTF-8 RIGEMFETHA,
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PR 1l 154 BF
BHRLEEX HTTP iEKE body iEZE (digest) M&,

5.5. SOFARPC ZFEAN

ASGERATFITIE S {ER SOFARPC fERZE P isRiE N API R,

B RNG
ERTAMITRANAFL. BANXE, BERRFEEETMUTRIE:
o B APIRMXIEHIGEIET — PN,
o BEIIZRAM APPD IRH48T APL K&, HRETER,
e EXMTUMTRISEERER. BRREGZE, 20 KBRS HER,
o MAMILIEZEEE (Access Key/Secret Key) .
o APIHZIE (host) | #OBFR (interface) . 737% (method) %,
BESER
IR API BIR RS R A MY R AR, SOFARPCITRABEAL BHERAR
o API iR RS IMY A : SOFARPC/SOFAREST
o APIFiRARSSIMY A HTTP
SOFARPC/SOFAREST
£ APIB/E IR BRSS RGN 9 SOFARPC/SOFAREST B, HMLZHRIMITEFR:

client — SOFARPC —» Gateway —— SOFARPC/SOFAREST —»  server

API IR 55 <l
fRI& MRS K75 T 10T SOFARPC 3 SOFAREST fRS5, BLETE APIMISHIA K52 TAAM APIELE.,

package com.alipay.gateway.serverdemo.service

publicinterfaceHelloService{
publicString sayHello() ;
}

API 3 R 7R 6

RIE LR APIBRSS R, & F i o] LUEF AR SOFARPC reference i3 A HTEA, RERMILNEFHK
BRI XS AT,

1. ff application-properties X/, HMUTES:
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@ 8
EUTRBEZEE, BRINESLIE.

# EMX Tt
com.alipay.sofa.rpc.registries.gateway=gateway://S${acvip}:80
com.alipay.instanceid=000001

com.antcloud.antvip.endpoint=acvip

2. SIANBRSIHIRMES facade &,
3. IRIELX B ESEM DIREM APIRZHER, BX reference AR, REIINT:

<sofa:reference jvm-first="false" id="helloService"
interface="com.alipay.gateway.serverdemo.service.HelloService">
<sofa:binding.bolt>
//BiE acvipIREXMIX rpcitiit
<sofa:global-attrs connect.timeout="10000" registry="gateway"/>
/ /WA LLBE EENA RS MXMI test —ur 1= XM s1bIp: 12222
Ll== <sofa:global-attrs connect.timeout="10000" test-url="127.0.0.1:12222"
serialize-type="json"/>-->
<sofa:parameter key="gateway.host" value="eqglejclxfgde****.cloud.58dev.alipay.net"/>
//FABBIEMER, ERARAERN ApT BFSAENEZARN 2k M sk SERMNE,
<sofa:parameter key="gateway.ak" value=<yourAccessKeyId>
<sofa:parameter key="gateway.sk" value=<yourAccessKeySecret>
</sofa:binding.bolt>

</sofa:reference>

4. @A HelloService,

publicclassClient{

@Autowire

privateHelloService helloService;

// use helloService

}

HTTP
£ APIBYEIRARSS RA MY HTTP BY, ERNZHRIMITEFAR:

client — SOFARPC —» Gateway ———— HTTP—>  server
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5 SOFARPC #1 SOFAREST ARIMIE, —f HTTP RS M RZIHA=iRM facade &1,

BEE—\ interface, FIAEFIEEEBTHIERX interface,
APl RS54
RIZIRFZIHE— SpringMVC #EO, WM TAR:

package com.alipay.gateway.serverdemo.controller
// IRSFimRHE—1 /hello/world BRSS

@RestController
@RequestMapping ("/hello")
publicclassSpringController{

@RequestMapping ("/world")
publicStringHello () {
return"world";

}

}

APl IRSIRIELETE API M XIZH B THNA APIEE, W TEFMFRR,

APUEERR: heloSprngrr AP testdd FHfl 1D w
AP EERAS: SOFARP ol A e 20-07-1 it
% ll'-
¥ 18

AP| FES

BOSE: com.ali My 1 FiE

¥ i

» R

GRS

o 55 t i e A

C R HEEaE

R TR F BUEH

B i 805005

API & A=A

RiE LR APIBRS R, RSREZFERZFimEE
com.alipay.gateway.client.service.xxxx.hello ()
I, EFETERBNTSRHITHIGESE:

1. & X, RMLATEE:

application-properties

{BE2$EF SOFARPC i

B RIBARSHIREH HTTPEO,
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@ 8
EUTRBEZEE, BRINESLIE.

# EMXFUE
com.alipay.sofa.rpc.registries.gateway=gateway://S${acvip}:80
com.alipay.instanceid=000001

com.antcloud.antvip.endpoint=acvip

2. ¥ interface, REILIT:

package com.alipay.gateway.client.service

// client fH HelloSpirngMvC.Hello RifFiIBRSZIHAY /hello/world BRSS
publicinterfaceHelloSpirngMVC{

String hello();

}

3. RIBLEX BIERM DIKEM API RS IHIER, 8K reference AR, R~ T:

<sofa:reference jvm-first="false" id="helloSpirngMvC"
interface="com.alipay.gateway.client.service.HelloSpirngMvC">
<sofa:binding.bolt>

<sofa:global-attrs connect.timeout="10000" registry="gateway"/>
<sofa:parameter key="gateway.host" value="eqglejclxfgde5j7p.xxxxx.alipay.net"/>
<sofa:parameter key="gateway.ak" value="NbpzogN60sKoxxxx"/>

<sofa:parameter key="gateway.sk" value="gPMF34KZ3ja2hSpRnzB6xQwatDxxxxxx" />
</sofa:binding.bolt>

</sofa:reference>

4. A HelloSpirngMVvC,

publicclassClient{

@Autowire
privateHelloSpirngMVC helloSpirngMvC;

// use helloSpirngMvC
}

5.6. DUBBO ZXFimiEA

W X2t 2= ik DUBBO Demo LBt 2%, T# =i Demofs, DUBBO Demo BB EN:

com/alipay/gateway/web/test /usercase/mainchain/dubbo/DubboClient ServiceT est jjava,

BRESLR

1. RE 5% Server,

a0 :
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@Controller
@RequestMapping ("/springmvc/test")

public class PostMvcServerController {

/**
 MiRER:  RESHANE
*

* @return
*/
@RequestMapping (value = "/param/noParam", method = RequestMethod.POST)
@ResponseBody
public Map<String, String> hello() {
Map<String, String> map = new HashMap<>();
map.put ("post", "hello");
System.out.println (JSONObject.toJSONString (map)) ;

return map;

2. BRMXIEHE,
3. BIRRGER, HMEHEERAM/FI Server,

D sEx

MRBLARFEHMNESXIERT B, BTRXBERIEM JavasDK, EMESXETHAFPE
SR

4. BIEZSAM AP, FEEMKIIARLSXMERNELL.
WMTEMR:

< APIi#1§ 20220613123458417-ZcMI5l) | E% g% v &4
API ZFit: dubbo-http-stringParam API $4: dubbo_group $41D: v51bpedvkiysnn 0

API YR : DUBBO CJERES{E): 2022-06-13 11:46:43 sk -

BIRA: o antgroup.com

BREES HRAEE EEE BIIR API i 1P SRESEIE

API EX
SRREEM: http-nosign HEOBF: com.ali dubbo.Gate Dy P!
FiE&: stringParam SEBH: Ljava/lang/String;
dubbo: - R2INE: BWAE
TR -

> ERBH
EURARSS
EIRRSRE: RAKRY R HTTP
EREE: P BRYETIE): 3000FH
PRERSREE : ARIEERIEZERE SEERIN: http-nosign
bR : http://11.158. /8888 SEERE: T

D sEE

DUBBO A API E AT HF SR NN ENSSEEEE P iREENSS

5. WERFAL B,
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o HEFAMRH
package com.alipay.gateway.facade.dubbo;

public interface GatewayDubbo2HttpService {

Map<String, String> stringParam(String param) ;

o %5 DUBBO Reference

<?xml version="1.0" encoding="UTF-8"7?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:dubbo="http://dubbo.apache.org/schema/dubbo"

xsi:schemalocation="http://www.springframework.org/schema/beans http://
www . springframework.org/schema/beans/spring-beans-4.3.xsd http://dubbo.apache.
org/schema/dubbo http://dubbo.apache.org/schema/dubbo/dubbo.xsd">

<\-- HBEAMAR, ATIE&HXR, FTRLEESKY, FESRHA—# ——
<dubbo:application name="consumer-of-helloworld-app" />

<!-— MUK TRfastjsonFTIE ——>

<dubbo:protocol name="dubbo" serialization="fastjson" />

<!-- £HEERSKE, TUMAHoean—#FERAdemoservice url=M*Xip:20888 -->

<dubbo:reference id="gatewayDubbo2HttpService" interface="com.alipay.gateway.faca
de .dubbo . GatewayDubbo2HttpService" timeout="100000" protocol="dubbo" url="MXKip:20888
?serialization=fastjson" version="1.0.0" >

</dubbo:reference>
</beans>

o DUBBO BH

M APIEBEREDAE DH SN x-mosng-host

public class DubboClientServiceTest extends AbstractTestBase {

@Test
public void dubbo2HttpStringParam() {
ApplicationContext context = new ClassPathXmlApplicationContext (
"classpath:META-INF/gateway-test-client/dubbo-consumer.xml") ;
RpcContext.getContext () .setAttachment ("x-mosng-host", "lv5lbped4v3kiyé6nn");

GatewayDubbo2HttpService gatewayDubbo2HttpService = (GatewayDubbo2HttpService
) context .getBean ("gatewayDubbo2HttpService"); // IRBUTIEARSZIE
/AR NBRENEMXIIE LEENEE -, BMEZSHEEMdubbod FTENEREE
Map<String, String> dubbo2HttpStringParam = gatewayDubbo2HttpService.stringPa
ram("aaa") ;

System.out.println (JSON.toJSONString (dubbo2HttpStringParam)); // RiEARALE
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6. KiLiE>
ERERNT:
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